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Professional Summary

Cisco and CompTIA CySA+ certified SOC Analyst with extensive experience in threat detection,
incident response, alert triage, and enterprise SIEM engineering. Skilled in deploying Splunk and
Wazuh platforms, authoring custom detection rules, and performing deep-dive malware and log
analysis to swiftly neutralize cyber threats. Leverages NIST RMF, ISO 31000 frameworks, and
cross-functional Blue and Red Team methodologies to strengthen defense postures and
minimize enterprise risk.

Work Experience
Cybersecurity Analyst Intern June 2026 — Aug 2026

Bincom Dev Centre ¢ Lagos (Hybrid)

e Engineered a Splunk Enterprise 9.4.0 SIEM solution on Ubuntu, centralizing multi-source log
ingestion across security and web server feeds to achieve 100% log visibility and accelerate
incident response times by 40%.

e Engineered high-fidelity SPL detection rules mapped to the MITRE ATT&CK framework for
critical attack vectors, expanding enterprise threat visibility and reducing mean time to
detect (MTTD) by 35%.

e Engineered enterprise risk registers utilizing NIST RMF and ISO 31000 frameworks,
implementing standardized likelihood/impact scoring models that reduced critical risk
exposure by 35% and accelerated threat mitigation response times by 40%.

e Spearheaded comprehensive Al security assessments covering prompt injection, model
inversion, and supply chain risks, mapping 100% of identified threat vectors to the MITRE
ATLAS framework to reduce enterprise model vulnerabilities by 40%.

e Optimized intrusion detection system (IDS) configurations to significantly reduce false
positive alerts while conducting 8+ weekly full-lifecycle detect-to-respond threat
simulations.

Cybersecurity Analyst & Ethical Hacker Intern Aug 2025 - Nov 2025

Brainwave Matrix Solutions ¢ India (Remote)

o Orchestrated comprehensive penetration tests and vulnerability assessments across 50+
enterprise systems, identifying and mitigating critical security flaws to elevate overall
infrastructure security by 40%.

¢ Reduced organizational vulnerability exposure by 35% by orchestrating enterprise-wide
phishing simulations and analyzing SIEM logs to identify and resolve critical security gaps.

e Engineered comprehensive technical risk assessments and actionable remediation
strategies, driving cross-functional teams to resolve 95% of identified vulnerabilities within
target SLAs.

Cybersecurity Analyst Intern May 2025 -Jun 2025

Redynox ¢ India (Remote)

e Optimized Intrusion Detection Systems (IDS) and network monitoring workflows, reducing
false-positive alerts by 40% while conducting comprehensive risk assessments and
authoring key security policy documentation to strengthen enterprise security posture.
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Education
B.Sc. Computer Science in Computer Science In View
National Open University of Nigeria

Skills & Expertise

e SOC Operations & SIEM: Splunk Enterprise 9.4.0, Wazuh, Alert Triage, Threat Hunting,
Incident Response, NIST IR Lifecycle, SPL

e Intrusion Detection & Threat Intel: Suricata IDS, Emerging Threats Ruleset, OSINT,
VirusTotal, AbuselPDB, Shodan, MITRE ATT&CK, IOC Extraction

e Risk Management & Al Security: NIST RMF (SP 800-37), NIST SP 800-53, ISO 31000:2018,
Prompt Injection Defense, MITRE ATLAS

e Cloud & Infrastructure: AWS (EC2, VPC, |IAM), Security Groups, Linux (Ubuntu, Kali),
Windows Server, Apache2, MySQL 8.4

e Penetration Testing & Tools: Burp Suite, Metasploit, Nmap, Hydra, sqlmap, OpenVAS/GVM,
John the Ripper, Wireshark

e Scripting & Development: Python, JavaScript, TypeScript, Node.js, Express.js, Git, GitHub

Key Projects

SIEM Deployment & Brute-Force Detection — Splunk Enterprise 9.4.0 + Hydra Attack Simulation
Deployed Splunk Enterprise 9.4.0 and Wazuh SIEM to ingest multi-source logs, author custom
SPL detection rules, and run full-lifecycle detect-to-respond simulations mapped to MITRE
ATT&CK.

Tech: Splunk, Wazuh, Linux, SPL, Suricata IDS, ClamAV

SSH Honeypot Deployment & Attacker Emulation — Cowrie-Based Threat Capture
Configured Cowrie SSH honeypot with authbind, HASSH fingerprinting, TTY session capture, and
pcap analysis to study attacker behavior and extract actionable threat intelligence.

Tech: Cowrie, Python, Linux, HASSH, Wireshark

Full-Lifecycle SOC Simulation — Web App, Honeypot & Firewall Detection Engineering (Week 7)
Orchestrated a 4-layer SOC simulation integrating DVWA, Cowrie SSH Honeypot, ModSecurity
WAF, and UFW rate limiting. Authored custom WAF rules and SPL alerts for automated log
ingestion and triage.

Tech: Splunk, ModSecurity, Cowrie Honeypot, Docker, UFW

Other Projects - Click Me

Certifications
e CompTIA CySA+ (Cybersecurity Analyst+) — CompTIA
¢ Networking Basics — Cisco Networking Academy
¢ Networking Device and Initial Configuration — Cisco
e Network Addressing and Basic Troubleshooting — Cisco / Alison
e Network Support and Security — Cisco Networking Academy
¢ Network Technician Career Path — Cisco Networking Academy
¢ Introduction to Cybersecurity — Cisco Networking Academy

Languages
English: Native / Professional




